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CbabpxaHue

OCHOBHM MOHATUA — LMJPOB NoaANnC, LMAPOB
cepTuduKaT, cepTuduLmnpalla opraHu3aums,
PKI, 3awmtenn xpaHnnuwa PKCS#12

Kak paboTtn umdopoBUAT Noanunc

3nons3BaHe Ha uudopoBu nognucm m
cepTudukaTtn B Java

[Tpobriemu npu NognMCBaHETO Ha JOKYMEHTU B
Web-6a3npaHun cncremm

Cucrtema 3a noanmcBaHe Ha AOKYMEHTU B
Web-npunoxenuns NakovDocumentSigner £/ 1P [
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OCHOBHM NOHATUA

KpunTtorpadpusa ¢ nyonnyHm (HECUMETPUYHN)
KrnoyoBe

[Ty®Gnu4yeH Kntou, rIMYeH KIoY

Lindopos nognuc

NHdpacTpykTypa Ha nyonuyHusa knrod (PKI)
LindopoBu ceptudpukatn — ctaHgapt X.509

Ceptudonumpawum opraHmsaumum (CA)
* oT nbpBO HUBO (VeriSign, GlobalSign, Thawte, Entrust)

adP L
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o mMexanHHu CA (Hanp. bbnr. ctonaHcka Kamapa: w:
« niokanHu CA (B paMKknTe Ha opraHusauudaTa)



OCHOBHU NOHATUSA

CepTudukaTtu
* Root-ceptndoumnkatu n ceptudukatn Ha mexanHHm CA
» Self-signed ceptudukaTtun

« J[loBepeHwu root-ceptndomkatu (trusted root CA certificates)
Bepurn ot ceptudpukatu (certification chains)

[IpoBepeHn cepTnduUKaT — Nnpouenypa 3a NnpoBepka
Ha cepTudukart

Protected keystores — 3alnTeHn xpaHmnuila 3a

KIIo4oBe N cepTUdUKaTH

« .PFXwn .P12 dpannose — ctangoapt PKCS#12 )
CAINE

* CMapT-KapTu e
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Kak pabotu umcppoBmaT nognuc
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[Toanucu n cepTtudbukaTtn B Java

« Java Cryptography Architecture (JCA)

CpenctBa 3a nognucBaHe Ha OOKYMEHTU, NpoBepKaTa Ha
uncppoBu noanmcu u padbora ¢ uncgppoBu cepTudukaTn

CtanpaptHo APl — nakeTuTte java.security u java.security.cert
java.security.KeyStore

java.security.PublicKey

java.security.PrivateKey

java.security.Signature

java.security.cert.X509Certificate
java.security.cert.CertificateFactory
java.security.GeneralSecurityException
java.security.cert.CertificateException M npp
Uma BrpageHa umnnemeHtauus B JDK 1.4 v paotoranie ot



CepTucdmnkaumoHHu Bepurm B Java

o Java Certification Path API

« CTaHOapTHM cpeacTBa 3a NpoBepka U NocTposiBaHe
Ha cepTUdUKALIMOHHN BEPUTU

* OCHOBHU KnacoBe N nHTepdencm:
* java.security.cert.CertPathValidator
* java.security.cert.CertPathBuilder
* java.security.cert.CertPath
* java.security.cert. TrustAnchor
* java.security.cert.PKIXParameters
* java.security.cert.CertPathValidator

* ima BrpageHa nmnnemeHTauua B JDK 1.4



[loanucBaHe Ha AokyMmeHTU B Web

 KakbB e npobnemMbT?

* Vckame npu nsnpauwaHe Ha pannose ot Web-
npunoxeHne Te3n dpannose aa ce nognucear
LMdPOBO OT M3npatlada

« KakBu ca TpyaHocTuTE?

« CbpBBLPBLT He TpsAbBa Aa UmMa OOCTbMN A0 JIMYHUTE
KIMtO4YoOBE Ha noTpebutenure

« [TognuceBaHeTo TpsibBa ga cTaBa Ha MalUMHaTa Ha
KNnneHTa

 CtangapTtHute Web-0bpay3bpu He nogabpxaT

LMdopOoBU Noanuncu
AL

* [[oTOBUTE peLleHnda ca A0CTa CKbMNK
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[loanucBaHe Ha AokyMmeHTU B Web

« Kak moxem aa nognuwiem dpann B Web cpefa Ha
MalluHaTa Ha KnneHTa?

 OTOENHO NpUNOXEeHNEe NMpu KNnMeHTa
* TPyOHOCTU Npu nHTerpaundarta ¢ Web-npunoxeHneto

* TPYAHOCTM 3a NOTpeduTenuTe Npu NbpPBOHAYanHoO
MHCTanMpaHe

* TPYAHOCTU Npun noagpbwv>XKatTa Ha MHOIO I'IJ'IaT(*)OpMI/I

* ActiveX KOHTpONna

« pabotn camo nog Windows

« paboTn camo c Hakon Web-6pay3bpm &'ﬁ qpp
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[loanucBaHe Ha AokyMmeHTU B Web

« Kak moxem ga nognuwiem dpanvn B Web cpega Ha
MalluMHaTa Ha KnneHTta?
« Macromedia Flash
* He nogabpxa padboTta ¢ unudposu nognucu
* He NMo3BOJidBa AOCTHLMN A0 dpanroBarta cuctema
« NET Windows Forms kKoHTpona
* nogabpxa ce camo oT Internet Explorer 6.0
* namckea nHctanupad .NET Framework
* TPYOHOCTW C AOCTbMNa A0 dhanriosata CUCTEMA
 NMopnucaH Java anner
« paboTn Ha BCUYKM nnaTopmm Ofﬁ npp
* n3nckea egmHcTeeHo Java Plug-In 1.4 v paotoranie ot
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[lognucaHu Java annetwm

[loanucaHuTe Java anneTtu ce nanbnHaBaTt 6e3
orpaHuU4YeHns Ha rnpaeaTta

e MoraT ga gocTbnBaT paunoBarta CMCTEMA

e MoraT ga manonaeart kpuntorpadckoto AP| Ha Java

[‘eHepupaHe Ha self-signed cepTudukar

keytool -genkey -alias signFiles -keystore
SignApplet. jks -keypass !secret -dname
"CN=My Company" -storepass !secret

[loanucBaHe Ha Java annet

jarsigner -keystore SignApplet. jks
-storepass !secret -keypass !secret
Applet.jar signFiles
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NakovDocumentSigner

 Cuncrema c OTBOPEH Kof 3a nognuceaHe Ha
OokymeHTn B Web-npunoxeHus

 NakovDocumentSigner ce cbCcTOM OT:

* nognucad Java anner
* N3MbIHABA Ce Mpu KINneHTa
« nognucea dannoseTe nNpean n3npallaHeTo um
 nemoHctTpaumoHHo Web-npunoxeHue, KOeTo:
* riocpella noganucaHuTe oannoBe Ha CbpBbPa

* NpoBepsBa BaliMaHOCTTAa Ha Ll,I/ICprBI/IFI noanumc

* MpoBepsiBa BanMaHOCTTa Ha cepTudurkaTa — : J/a npq
OVPEKTHO MUNn No cepTudukaLmoHHaTa Bepura e s
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3a noanucaHua anneT

Brpaxga ce B HTML copmaTa 3a nsnpatllaHe Ha paunrn
N3unckea Java Plug-In 1.4 nnu no-Hos.

N3nckea notpedbuntenart ga My paspeLuun aa ce
cTapTupa C NoBULLEHM NpaBa

[1pn akTUBMpPaHe ncka oT noTpebutensa ga nsbepe
PKCS#12 xpaHunuuie 3a ceptudukaTtm (.PFX nnu
P12 dpann) n naposna 3a goctbn 40 HeEro

3anuceBa unpoBusa noanuc n ceptmdukaTta saegHo ¢
LsnaTta cepTudukaunoHHa Bepura B CKpUTO More Ha
HTML gpopmaTta

TecTtBaH e 1 paboTu c Internet Explorer, (/"ﬁﬂ |]|]
Netscape n Mozilla nog Windows n Linux
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3a Web-npunoxeHueTto Ha CbpBbLpa

ba3upaHo Ha J2EE n Struts framework

[1lpoBepsaBa UMPPOBUA NOANUC Ha NONy4YeHUsd
doann ypes Java Cryptography Architecture

[1lpoBepsiBa cepTudUKaTa Ha nanpatliada 3a
BalIMOHOCT MO ABa Ha4YuHa:

o [IMpekTHO — 4Ype3 NnpoBepka Aanu N3nons3BaHnsaT
cepTnduKkaT € OAUPEKTHO NoanmcaH OT HAKOU OT
trusted Root-cepTndukatute

* YUpes cepTudunkaumoHHaTa sepura — npoBepsBa
usanarta cepTudmkalnoHHa Bepura Ha cepTmdukarTa
ype3s Java Certification Path API

/
TectBaHo ¢ Apache Tomcat 4.0 n JDK 1.4 (/ﬁ{lll[!
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NakovDocumentSigner B aencreue

3 Test Document Applet - Microsoft Inte =101 ]
| File Edit “iew Favortes Tools Help H
_! Address Iﬂ C:\DigitalSigner &pplet\TestSignapplet.htmi j Go
|
Choose file to upload and sign |Ci\Letter doc Browse... I
Certificate chain: | Selact dialtal cectinoat
Select digital certificate
Signature: | '
en © Please select vour cerificate keystore file (PFXS P12) :
Ston selediad i | c:ySveclin-Nakov-keyatora-VeriSign.pix | Browse
Enter the password for your privata key:
|ﬂrtatﬂrt |
Sign I | Cancel |
/&) Applet DigiatSignerpplet started - || kS My Computes 7
3 http:/ /localhost:8080,/ DocumentSigningDemoWeb App/ SignedFileUploadForm.jsp - ... M=l E3
J File Edit “iew Faworites Tools Help |
J.&ddress ‘&) http: //localhost:8080/DocumentSigningDe movwehapp /SignedFileUploadFor m. jsp j G0
-
Please choose file to sign and upload: [CiLetterdac Browse... |
Certification chain (Basefd-encoded): |M|UEDCC~”3~WWQQKWD
Digital signature (Base64-encoded): [aLJJRLE7mMAISJOE]
Sign selected file |
Llpload file
[~
|é:| Applet DigitalSignertpplet started I_I_ ’_ Local intranet o

Falenposy acoumus s
it el TE [ exdryen
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NakovDocumentSigner B aencreue

R http:/ /localhost:8080/ DocumentSigningDemoWebApp/ ShowSignedFileUploadResults.jsp - ... [M[=] E3
JEiIe Edit “iew Fawvorites Tools Help |

JJ‘-‘%QE"'ESS &] http: //localhost: 8080/DocumentSigningDemovwebapp/ShowSignedrileUploadResults, jsp j G0

=

=igned file successfully uploaded.
File natne: Letter doc
File size: 48200 bytes.

Certificate subject: EMATLADDRES 5=nakov@hotinal com, CH=5vetlin MNakow, OU=Digital ID Class
1 - Microsoft, OTU=Persona Mot Validated, OTU="vwww verisign. comnireposttornBEPA Incorp. by

Eef LIAB LTD{c)%8", OTT=VenSign Trust Network, O="Ven3ign, Inc."

Certificate purposes (public key usages):

[Io purposes defined]

Certificate direct vertfication status: Certificate 15 vertfied to he VALID.

Certification chain length: 2

certChain[0] = EMATLADDEES S=nakovi@hotmatl com, CH=5wvethn Nalkow, OU=Digital ID Class 1 -
Microsoft, OTT=Persona Mot Vahdated, OTU="wwrw vensign comireposttorynBEPA Incorp. by

Eef LIAR LTD{c)38", OTT=Vernbign Trust Network, O="Vensign, Inc"

certChain] 1] = CIH=VeriSign Class 1 CA Indiwmdual Subscriber-Persona Mot Validated,

OU="www venisign comirepositoryEPA Incorp. By Eefl LIAR LT 98", OTU=Ven>ign Trust
Metworl, O="VeriZign, Inc."

certChain[ 2] = OTI=Class 1 Public Primary Certification Authority, O="VenZign, Inc ", C=1T3
Certification chain vertfication: Certification cham venfied to be VALID.

Eacl: to SimnedFileUploadF orm. 50

. . 2Ll

|’.¢:| Done l_ l_ l_ Local intranet o u.v_:-.-..-.-'.l.L.l:-..II-.I; -.“-
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JeMoHcTpauus

uuuuuuuuuuuuuuuuuuu



Pecypcu

e Cepusa ot ctatum “Llndpposo nognnceaHe Ha

OOKYyMeHTU B Java-ba3upanu Web-npunoxeHus”:

Yact 1 — OCHOBHM NOHATUSA —
http://www.developer.com/security/article.php/3083161

YacTt 2 — Kak paboTaTt undposute nognmcm —
http://www.developer.com/security/article.php/3092771

Yact 3 — Llndpposn nognucm n ceptudpumkaTtm B Java —
http://www.developer.com/security/article.php/3105261

YacTt 4 — lNpobnemun ¢ undposute nognmcm B Web —
http://www.developer.com/security/article.php/3288571

UacT 5 — NakovDocumentSigner: cuctema ¢ oTBOpeH Kof 3a
nognuceaHe Ha AokyMeHTu B \Web-npunoxxeHmns —
http://www.developer.com/security/article.php/3298051

 OdwmumnaneH cant Ha NakovDocumentSigner — Ofﬁ npq

http://www.nakov.com/documents-signing/
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UMCprBO noaonnceBaHe
Had AOKYMEHTU B Web

Java-6asunpaH framework ¢ oTBOpeH Ko

Bbnpocu?
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